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1. Overview

The main purpose of this document is to provides system requirements, the steps to install and integrate
both the two different vendor products Nagios Xl (Nagios Enterprises) and UCME-IT (Control See). Both
products functionalities and purpose given below.

1.1 Nagios XI

Nagios® is a trademark of Nagios Enterprises.

Nagios Xl provides monitoring of all mission-critical infrastructure components including applications,
services, operating systems, network protocols, systems metrics, and network infrastructure. Hundreds
of third-party addons provide for monitoring of virtually all in-house and external applications, services,
and systems.

1.2 UCME-IT
UCME-IT® is a trademark of Control See Software Solutions Ltd.

UCME-IT™ is a notification server software that enables developers to build SMS, Push, Mail & Voice
communications using simple JSON or XML APls. UCME-IT™ runs on the customer’s server. UCME-IT™
runs on MS Windows™ operating system.

=  UCME-IT is an event driven and multi-threaded application. It waits for messages coming from
3" party systems via its APls and only then it starts its notification activity.

=  UCME-IT enables you to send alarm notification via: Phone, SMS, Email and Push.

=  UCME-IT enables you to analyze alarms in real-time. When the alarm starts, UCME-IT takes a
snapshot of all relevant parameters (tags) and sends them straight to your cell phone, offering
you a complete picture of the system.

= |n addition, UCME-IT enables users to perform bi-directional communication with their
application by calling UCME-IT via phone or sending SMS command messages to UCME-IT.

=  UCME-IT may dial up to 4 telephone lines concurrently, play voice messages.

=  UCME-IT may use a cellular modem to send SMS messages and receive SMS commands. UCME-
IT may send alarms by Email to any Email recipient.

Control-See Software Solutions Ltd.
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1.3 Nagios XI and UCME-IT integrated diagram
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2. System requirements

2.1 Nagios XI

Nagios XI has both Software and Hardware minimum system requirements. These requirements must be
met in order for the software to work properly.

2.1.1 Software Requirements
= QOperating System: CentOS or Redhat Enterprise Linux (RHEL) versions 6, or 7
= Database: MySQL/MariaDB, plus PostgresQL if running versions less than XI 5 or if upgrading
from a pre-5 version

2.1.2 Hardware Requirements
= Hard Drive: 20 GB
=  Memory: 2 GB
= CPU: Dual core, 2.4 GHz

The table below provides hardware recommendations based on a node (host) to service ratio of 1:5.
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Monitored Nodes / Monitored Services Hard Drive Space CPU Cores RAM
Hosts
50 250 40 GB 1-2 1-4GB
100 500 80 GB 2-4 4-5GB
=500 = 2500 120 GB =4 > 8 GB
2.2 UCME-IT

UCME-IT has both Software and Hardware minimum system requirements. These requirements must be
met in order for the software to work properly.

2.2.1 Software Requirements
The server requires, at a minimum, the following software:

= Microsoft Windows® 7, Microsoft Windows® 8, Microsoft Windows® 8.1, Microsoft Windows® 10,
Microsoft Windows® 2008 Server, Microsoft Windows® Server 2012, Microsoft Windows® Server
2016.

=  Microsoft lIS® server version 6.0 or higher (In case you intend to use the web features of UCME-
IT)

= Intel/Dialogic drivers SR 6.0 Redistributable Edition (for Telephony only)

= |nternet Explorer 6.0 (in case you intend to use the web features of UCME-IT) or higher.

=  Microsoft SQL-Server® or Microsoft SQL-Server Express version 2008 R2, 2012 (or higher version).
SQL-Server is required in case you intend to log your historical data to MS-SQL database.

2.2.2 Hardware Requirements
UCME-IT requires, at a minimum, the following hardware:

= |ntel Pentium Ill or better

= 1GBRAM
= Dialogic telephony board (D/4PCIUF) in case you intend to use the telephony features of UCME-
IT.

= Supported cellular modems: Siemens/Cinterion/Gemalto: BGS5T, TC35iT, TC65, MC52i, MC52,
MC55. Wavecom: Fastrack. 2G Sierra Wireless: GL6100 Serial 2G, GL6110 USB 2G, GL8200 serial,
FX30 USB 3G, AirLink LS300 Ethernet 3G, AirLink RV50 Ethernet 4G. MultiTech: Multi-Modem 2G,
MultiConnect Cell-100 3G

= SIM card (in case you intend to use the SMS features of UCME-IT)

= Available serial, USB or Ethernet port for the modem connection (in case you intend to use the
SMS features of UCME-IT)

= Internet connection (in case you intend to use the HTTP-SMS protocol and an SMS Broker service)

Control-See Software Solutions Ltd.
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3. Software & Hardware Installation
3.1 Nagios Xl Installation

3.1.1 Software Installation
1. Go to the below Nagios website and download Nagios Xl application.
https://www.nagios.com/

B A <‘Ecan‘ﬁcaniﬁmniﬂpml‘5bmllSQLI,ﬂ,hm\‘ﬁNagl'_‘lnst‘ﬂConi\‘(/NagiﬂNev‘@Nev‘ﬂleﬂmiuH) + — b4
&~ = O m & ps://wwn.nagios.com, e == /=

What can Nagios help you do?

©0 0000

System o Log Monitoring Bandwidth
Montoring Monitaring Monitoring

NAGIOS

NAGIOS NAGIOS
Xi LOG SERVER FUSION

2. Select (Open Virtualization Format / Hyber-V) based on your OS installed and installed as
Installation Guide link provided.

Nagios Xl Installation Guide: https://assets.nagios.com/downloads/nagiosxi/docs/Installing-
Nagios-XI-with-VMware-Workstation-Player.pdf# ga=2.262928140.1651268498.1516884644-
569104265.1514962040
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2 https:/sawawnagios.com/downloads/magios-xi/

Nagios’

The Industry Standard In IT Infrastructure Monitoring

Nagios Xl Downloads

Reduce downtime, detect network incidents, and
monitor the health of your entire network. Sign up and
download now for a fully functional 60 days trial
allowing you access to all the functionality designed for
enterprise-scale deployments.

Products

Phone: +1 (855) 749-6565
E-Mail: info@controlsee.com

Resources Solutions Partners

About Doloads

SELECTEING NAGIOS XI

DOW

N
»
- ——

OPTIONS

OAD

B = 3
Microsoft Y =

Select which platform you will be installing on.
Microsoft

vimvware

VMWARE | ESX | VSPHERE

Download Mow

Linux

E‘| https://fwww.nagios.com/downloads/nagios-xi/microsoft/

Nagios’

The Industry Standard In IT Infrastructure Monitoring

Products Resources Solutions Partners

- a

—= Nagios XI Microsoft Download

Note: Nagios Xl was built to run natively on Cent05 and Red Hat versions of Linwx. While it will not install natively on a Windows Server, you can use our prepackaged VM and
install it on a virtual box with a program like VMWare Player, Hyper-V or V-Sphere.

Open Virtualization Format

54-bit This is the quickest way to start using Nagios XI. -ova -
Works with: ViMware, VirtualBgx,_and anything that can LD
o

Hyper-V

64-bit dawpload works within Hyper-V. vhd

Download Mow

View Installation Guide’

Upgrade Instructions | Release Notes | System Requirements | Alternative Downloads | Older Releases

3.

Launch the Nagios Xl and login into using credential created (_)

while installed.
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G | 4 RS 192, 168.2.51 2= & | MW instsil Magios X im 3 Easy Steps... = Magios X

File Wiew Favorites  Tools Help

Welcome

Click the lnk bkelow to get started ussng Mageos X1,

Check for tutenials and wpdates by vissting the Magios Library at library.nas

Problemns, commants, atc, should be directed to our support forum st support. TED . com/ forwm /.

B http://192.168.2.51 /nagiosxi/login.php £ - & || M Install Magios Xl in 3 Easy Steps... Installation Complete - Nagios X1 Login - Nagios XI ]

File Edit View Favorites  Toals  Help

“"Nagios®

=1

Forgot your pai

About Nagios XI

Select Language:
S TR = ore T ons

cfore problems affec
- S el on Magios XI, visit the Nagios

Nagios Learning Opportunities
Learn about Magios training and ce

Want to learn about how other experts

utilizing Magios? Don't miss
vour chance to attend the next Nagios World Conference

e m http://192.168.2.51/nagiosxi/login.php?showlicense. O ~ & || N Install Nagios Xl in 3 Easy Steps... m Installation Complete - Nagios XI m License Agreement - Nagios... *

File W08 View Favorites Toocls Help

Home Views Dashboards Reporis Configure Tools Help Admin

License Agreement

You must agree to the Nagios Software License Terms and Conditions before continuing using this software.

Magios Software License Terms and Conditions

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE PURCHASING OR USING NAGIOS SOFTWARE. BY PURCHASING OR USING
MNAGIOS ENTERPRISES' SOFTWARE, YOU SIGNIFY YOUR ASSENT TO THIS AGREEMENT. IF YOU ARE ACTING ON BEHALF OF AN ENTITY,
THEN YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS AGREEMENT ON BEHALF OF THAT ENTITY. IF YOU DO
MO ACCEPT THE TERMS OF THIS AGREEMENT, THEN YOU MUST NOT PURCHASE OR USE NAGIOS SOFTWARE.

This Software License Terms and Conditions Agreement ("Agreement”) iz a legal agreement between Nagios Enterprises, LLC ("Nagios
Enterprises™) and the purchaser or user of Nagios Software ("Customer"). The effective date of this Agreement ("Effective Date™) is the
earlier of the date that Customer signs or accepts this Agreement or the date that Customer purchases or begins using Nagios Software.
1 DEFINITIONS

For the purposes of this Agreement, the following terms shall have the following meanings:

1.1 Nagios Software. All commercial and proprietary software programs, configurations, scripts, images, and intellectual property
contained in Nagios Enterprizes’ commerdial products and developed by, owned by, or licensed to Nagios Enterprises, with the exclusion
of Third Party Software.

1.2 Third Party Software. Any software programs, configurations, scripts, images, and intellectual property contained in or distributed V]
with Magios Enterprises’ products, with the exclusion of Nagios Software, made available in source code, object code form, or other

fnrrnat |inanenn far anch Thicd Do Enfhuare anmonanont inmihinct fa o canarats lisonos that oneamaanian in ambadded in acin

I have read, understood, and agree to be bound by the terms of the license above.
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Welcome to Nagios XI

We are going to take you on a tour around
the Magios Xl interface. To proceed
through the tour you can either click the
Prev/MNext buttons or use the +— — keys on

your keyboard. You can end the tour at
any time by clicking "End Tour".

« Prev MNext » End tour

Home Views & nagiosadm

~ Quick View AV ~
Home Dashboard Home Dashboard = @

Tactical Overview
Birdseye
Operations Center

3 ¥ ¥

Operations Screen R R

Open Service Problems Getting Started Guide Host Status Summary

Open Host Problems Common Tasks: up Down Unreachable Pending

A2ll Service Problems | - o 5

All Host Problems « Change your account settings - ‘

Jm Network Outages Change your account password and general preferences. Unhandled Problems Al
. our notifications settings = o 1

+ Details Change how and when you receive alert notifications. -
I — * Configure your monitoring setup
FrrGEE] Add or modify items to be monitored with easy-to-use wizards.

Hostgroup Summary
Hostgroup Overview
Hostgroup Grid

Getting Started:

Servicegroup Summa + Learn about XI %
group nary Learn more about XI and its capabilities. N

Servicegroup Overview Service Status Summary

Servicegroup Grid * Signup for XI news - : S

- Stay informed on the latest updates and happenings for XI. ok Warning Unknown Critical Pending

& Metrics 2 0 ¢ g 9

Unhandled Problems All

T

\ Performance Graphs N

(0 Graph Explorer Last Updated: 2 52

¥
v v

LTS Administrative Tasks

Nagios XI 5.4.12 =+ Check for Updates @ About | Legal | Copyright @ 2008-2018 Magios Enterprises, LLC

3.1.2 Hardware Installation
Not required any specific hardware for Nagios Xl regular installation.

Important Note: If any specific hardware details required, please refer Nagios XI Setup Guide under
Installation section.

Nagios Support Guide: https://support.nagios.com/kb/category.php?id=83

Control-See Software Solutions Ltd.
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3.2 UCME-IT Installation
3.2.1 UCME-IT Software Installation

1)Go to http://www.controlsee.com/ website and download UCME-IT Software by clicking
Download-> Download UCME-OPC or UCME-IT Software.

< | N configuration Wizards - Na | ] OPC Alert Notifications X | + =

e O (i) www.controlsee.com Y {E 7

controls

The LICME-OPC™ 211 UCME

Alarm
Analysis

cal alarm parameters,
r:

http:/fwww.controlsee.com/download/download-software/ ange, and

O Type here to search

2)After filling and submitting the below form you will get UCME-IT version 2017 build 137 -
Alarm Notification Software download link along with Quick Installation Instructions.

+= | N configuration Wizards - Na | E5 Download UCME-OPC« X | + ~ =

& > O M () www.controlsee.com e =t S

control

Download UCME-OPC or UCME-IT Software

Downiad

T:01 PM
ﬂ QO Type here to search VoA D) E L pepns B
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UCME-IT version 2017 build 135 - Alarm Notification Software download link - Message (HTML)

Message Help Q@ Tell me what you want to do

—~ ~ v S S - . —~
Fimee X 2] &2 (L*(i €3 Etecing [T Movete? € To Mansger Vo ERules £ =I > 5:;; £ Find
. elete A R EJ Team Email + Done " 08 Onelote Mok ot ol e [ Related -
L . Delete Archive Reply Reply Forward [g - & - ove ark Categorize Follow  Translate Zoom
& Junk l B More 2L Reply & Delete ¥ Create New s . EPAcionst  Upread | 4 Up~ T Iy Select -
Delete Respond Quick Steps il Move Tags £l Editing Zoom ~
Mon 1/8/2018 3:38 PM
@controlsee.com>
UCME-IT version 2017 build 135 - Alarm Notification Software download link]
To  ——————
@ You forwarded this message on 1/8/2018 3:58 PM.
Click here to download pictures. To help pratect your privacy, Outlook prevented automatic download of same pictures in this message. N
UCMEIT download link:
Click to download... (size 208 MB)
I am sure that you will find UCME-IT an innovative, robust and high quality
product. UCME-IT offers much more than its competitive products and may help you to
make your customers happy. The outcome of course is higher revenues and devoted
customers.
Quick Start Installation Instructions:
1. Install the UCME-IT software. The web features are advanced and not installed
by default. If you need to install the web features, please select customized setup
and check the web features option. In addition, please make sure that IS
(Internet Information Service) is installed and the the Default Application Pool (in
11S) "Enable 32-bit applicatiens” property is set to "True". This property can be
found in the Advanced Settings of the "Default Application Pool".
2. Tum UAC (User Account Control) off
3. Start the UCME-IT Configuration program
4. Enter to the settings window using the Options > Settings > General menu item
5. For JSON/XML API, choese IT Notification Server mode in the hd

3)Make sure Install Internet Information Service (1IS) Manager available in your system if not
already installed then follow below steps. This should be mandatory for UCME-IT Web feature
support.

3.1) Go to Start->Run and type inetmgr and press Enter.

3.2) Click 'Turn Windows Feature on or off' and select all under 'Internet Information Service'
(Refer Screen Shot)

P y— - !
.

~ Q, Control Panel > Programs » Programs and Features ) ~|@| | Scarch Programs and Features O

Control Panel Home

Uninstall or change a program

View installed upgétes To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

) Turn Windows features on or

. ‘Windows Features — [ >

off Organize ~ = o
Install a program from the .

etwrork Name POBTE/ Turn Windows features on or off (2] @

[E=IMicrosoft Visual C+~+ 2008 Redistributable - x86 9.0.2..  Mi€rd 15 t1m a feature on, select its check box. To turn a feature off, clear its check box. A filled box

[ Microsoft Visual C++ 2008 Redistributable - x64 8.0.2...  Micrd means that only part of the feature is turned on.

EU(ME—\T 2017 build 135 Conti -

B WinMerge 2,14.0 Thin = -
| vMiware Workstation VMW

5] FTP Server
FTP Extensibility

GoToMeeting 8.20.0.8199 Log

W MISClients+ (x64) My Sy FTP Service

{5 Mozilla Maintenance Service Moxzil Web Management Tools

@& Mozilla Firefox 57.0.4 (x64 en-US) Moszil 1IS & Management Compatibility
BElricea MNagi 1S Management Conscle

[&=111S Express Application Compatibility Database for x86 IS Management Scripts and Tools
[E=]11S Express Application Compatibility Database for x64 115 Management Service

1) Microsoft Office Professional Plus 2016 - en-us Micr orld Wide Web Services

(== stunnel Application Development Features
[ Motepad++ (64-bit x64) Note| Cemmeon HTTP Features
[d Browser for SQL Server 2017 Micr Health and Diagnostics
5 Microsoft SQL Server 2017 Setup (English) Micry Performance Features
(5 Microsoft VSS Writer for SOL Server 2017 Micrs Securd
5 Microsoft SOL Server 2017 (64-bit) Wi Internet Infarmation Services Hostable Web Core
[ Fomine Net Send GUI Fomi Legacy Components

4)Install the UCME-IT software. The web features are advanced and not installed by default. If you
need to install the web features, please select customized setup and check the web features option.
In addition, please make sure that IIS (Internet Information Service) is installed and the Default
Application Pool (in 1IS) "Enable 32-bit applications" property is set to "True". This property can be
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found in the Advanced Settings of the "Default Application Pool". (Found it at Application pool
- Advanced Settings)

W Internet Information Services (IIS) Manage

« () » SRz » Application Pools &

File View Help

Connections

U_;j' Application Pools

e
4 This page lets you view and manage the list of application poals on the server. Application pools are sssociated with worker processes, contain one or

#+lt Application Pools more applications, and provide isolation among different applications.

v (8] Sites
~ @ Default Web Site Filter: - Go ~ lgi Show &ll | Group by: No Grouping -
| aspnet_client

- Name Status \NET CLRV... Managed Pipel... ldentity Applications
(3 UCMEAPIUSERS -
2 UCME-OPC £ NeTv20 Started V2.0 Integrated ApplicationPoolld... O
3 UCMEWEBAPI L2 NET %20 Clossic Started V20 Classic ApplicationPoolld..
3 Webpush 2 NET s Started A0 Integrated ApplicationPoolld...
(&) .NET v4.5 Classic Started VA0 Classic ApplicationPoolld... O
L} Classic NET AppPool Started w20 Classic ApplicationPoolld... 0
2 DefaultAppPool Started VA0 | Advanced Settings 7 %
v (General) "
NET CLR Version va.0
Enable 32-Bit Applications True ~
Managed Pipeline Mode Integrated
Name DefaultAppPool
Queue Length 1000
Start Mode OnDemand
v CPU
Limit (percent) 0
Limit Action NoAction
Limit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295

5)To Integrate UCME-IT with Nagios XI, Web feature must be installed. When you install UCME-IT,
the web features will be installed by default.

6)Turn UAC (User Account Control) off.

After UCME-IT is installed, UAC (User Account Control) must be turned off. This feature is enabled
by default. When UAC is enabled, files created by applications are stored a dedicated location called
Virtual Store. For example: instead of crating files in the UCME-IT folder (C:\Program Files\Control-
See\UCME-IT), the operating system will create the files in
C:\Users\user\AppData\Local\VirtualStore\Program Files\Control-See\UCME-IT (where user is

logged in user).

To disable UAC in Windows 7, there are several methods to access the User Account Control
settings page:

1. Go to Start Menu -> Control Panel -> User Accounts and Family Safety -> User Account.
2. Go to Start Menu -> Control Panel -> System and Security -> Action Center.
3. Click or right click on Flag icon in notification area (system tray), and then Open Action Center.

4. Type “MsConfig” in Start Search to start System Configuration, then go to Tools tab, select Change
UAC Settings, then click on Launch button.

Control-See Software Solutions Ltd.
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1. Click on User Account Control settings link.

2. Slide the slider bar to the lowest value (towards Never Notify), with description showing Never
notify.

3. Click OK to make the change effective.

4. Restart the computer to turn off User Access Control.

B User Account Comntrol Setkings

Choose winen o be motified about chamges T YU OO E LT

User Succount Combrod helps o e pmt.au—_,.— hannmiul programs fronn mmaking Chamges Do your ©ormpaten
Wedll ;e rmore sboast Lises Sccoant narol setting

bz s ok i

Apps Ery Bo wnstad] soffears or rabos ©Fiarges. Bo ey
e

I rmake o o

 — s e

Fdasnme mvot iy

7)Installing UCME-IT as a Windows service.

UCPAE-OPC - ApplicstionSernvice conflgurathoen
Actions
Setup Type
) Standerd apolcatonidefauk)
- Servios
Expad arato
LAZME wal B mstallad @ a Windows: sar@cs. Thie mode gnouls ba weed orly F tha OPT - Sarear @ Seo aummers 38 3 Sereass

LCME service mary on octher seraces Please sclect e servces I army) Bt mesed s e beefome: UICREE o sosstes
[ Dﬂuwmm'rm:a S0 - S or 2wy TP sesraesr

1 cemer w Limerecs all depencency seraces.
Servuoe Mlame [ -
] nts Serbrel LK Losnss Wansger Fissgere s
] 5% Server L e s S
[ ] 1% Shedl Farshwnane Detecnan e P et
=1 5% SQIL Server (SGLEXPRESS) MSSOH S S0 ERFRESS
w5 SOL Server Browser L Eroreesen
[] 4= SAL Server WSS Wiriter S W
[ was SSOP Discaweny SSOESETY
[ ] w5 St Fepoatary Secacs Skaw e Flepas cry
[] 45e S1omge Sanrace [re———
] wm Supedetch oy Wi
[ w4 Syrve Hos_ T<0c 30w Cres Sy Soes_ Tl 30w
i By Ewarst Mokl miiom Serice SEMS
U] st s mmben. Dl i e i B -
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Select Standard application (default) or Service. If you choose that UCME-IT will be installed as a

Windows service, you may select the dependency services. The dependency services are services
that need to be running before the UCME-IT service is running. For example: if you are using the
Dialogic telephony features, you will need to select the Dialogic service as a dependency service.
Click OK. The setup process is now completed.

You may later change this configuration by using the UCME-IT Service Configuration program.
Installing UCME-IT as a Windows service has several advantages. First, UCME-IT will be started
automatically after a computer reboot. There is no need to login to start it. Second, users can login
and logoff the computer without interrupting the server. Third, you can setup recovery actions if the
service fails, such as restarting the service automatically or restarting the computer.

Important Note: For more details, please refer UCME-IT User’s Guide Installation — Software Section.

3.2.2 UCME-IT Hardware Installation
For more details, please refer UCME-IT User’s Guide Installation — Hardware Section.

3.3 Nagios Agent
Download the below any one/both of the Nagios Agent and installed both in Nagios and UCME-IT
systems. Better run NSClient++ in UCME-IT System and NCPA run in Nagios XI System.

3.3.1 NSClient++

This program is mainly used to monitor Windows machines. Being installed on a remote system
NSClient++ listens to port TCP 12489. The Nagios plugin that is used to collect information from this
addon is called check_nt. As NRPE, NSClient++ allows to monitor the so-called 'private services'
(memory usage, CPU load, disk usage, running processes, etc.) Nagios is a host and service monitor

which is designed to inform you of network problems.

NSClient++ Installation Guide:

https://www.nsclient.org/download/thank-
you/?file=https%3A%2F%2Fgithub.com%2Fmickem%2Fnscp%2Freleases%2Fdownload%2F0.5.2.35%2FN
SCP-0.5.2.35-x64.msi

3.3.2 NCPA

The Nagios Cross Platform Agent is an open source project maintained by Nagios Enterprises.Zl NCPA
installs on Windows, Linux, and Mac OS X. Created as a scale-able API that allows flexibility and

simplicity in monitoring hosts. NCPA allows multiple checks such as memory usage, CPU usage, disk
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usage, processes, services, and network usage. Active checks are queried through the API of the "NCPA

Listener" service while passive checks are sent via the "NCPA Passive" service.

% Services - X
File Action View Help
e |BECE HEl > 80w
i Services (Local) | [720 Services (Lacal)
NSClient +—+ (x64) Name . Description Status  StartupType  Log On As
. &) Natural Authentication Signal aggregator service, that evaluates signals based on time, netwerk, geolocation, blugtoo... Manual (Trig.. ~ Local System
%ﬁa‘;‘fﬁ‘:x:m 1€, NCPA Listener - nepalistener NCPA HTTP Listener Server Running  Automatic (D... Local System
7 £ NCPA Passive - ncpapassive NCPA Passive Server Running  Automatic (D... Local System
G Net.Tcp Part Sharing Service Provides ability to share TCP ports over the net.tcp protocol. Disabled Local Service
Deseription: ) Netlogon Maintains a secure channel between this computer and the domain controller for authenticati.. Running  Automatic Local System
Monitoring agent for nagios (and &) Network Connected Devices Auto-5... Network Connected Devices Auto-Setup service monitors and installs qualified devices that . Manual (Trig...  Local Service
others) used to respond to status el P q 9
queries £ Network Connection Broker Brokers connections that allow Windows Stere Apps to receive notifications from the intemet,  Running  Manual (Trig..  Local System
& Network Connections Manages objects in the Network and Dial-Up Connections folder, in which you can view both ... Manual Local System
Gk Network Connectivity Assistant Provides DirectAccess status notification for Ul components Manual (Trig.. ~ Local System
G Network List Service Identifies the networks to which the computer has connected, collects and stores properties f.. Running  Manual Local Service
£ Network Location Awareness Collects and stores configuration information for the network and notifies programs when thi.. Running  Automatic Network Service
&) Network Setup Service The Network Setup Service manages the installation of network drivers and permits the config... Manual (Trig... ~ Local System
&) Network Store Interface Service This service delivers network netifications (c.g. interface addition/deleting tc) to user mode .. Running  Automatic Local Service
Client++ (64) Monitoring agent for nagios (and others) used to respond to status queries Running Automatic Local System
. Office Source Engine Saves installation files used for updates and repairs and is required for the downloading of Set... Manual Local System
G, Offline Files The Offline Files service performs maintenance activities on the Offline Files cache, responds t... Manual (Trig.. ~ Local System

4.JSON file Preparation
JSON Alert type is used for alert notification, to send JSON file to UCME-IT. Sample JSON files can be
found in C:\Program Files (x86)\Control-See\UCME-IT\APIs — See below.

Alert JSON file:

{ "UCMEMsg":{  "MsgID": "1",
"BXrQMcscFRU1z4HQ2DfW52rtatxYV3",
"VoiceFile": "voice file name",

"MsgType": "1", "Token":
"Text": "Alert message text (JSON)",
"N1": "category-1",

"Priority": "1",
"N2": "category-2",
"Escalation": "0", "EscalationTO": "100",
"MMPlayToSpeaker": "0",

"Categories": {
"AlarmStatus": "1",

"PhoneAskForHashKey": "1",
"Recipients": [ { "Name": "Recipient 1", "Data™:
"18881111111", "SMSProtocolType" : "1" L { "Name": "Recipient 2",
"Type": "2", "SMSProtocolType" : "2" } ]

"N3": "category-3" }
"PhoneAskForPassword": "0",
"Type": Illll'

b

"Data": "info@controlsee.com",

XML/JSON fields:

<MsgID> — A numerical message ID (Integer) that is assignhed to the message. Range 1 to 32767.
<MsgType>— Use "1" for Alert and "2" for Command.

<Token> - A valid APl Token. Default token is: "BXrQMcscFRU1z4HQ2DfW52rtatxYV3". You may other
API tokens that will be used to identify the customer.
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<Text>— Message text. Max length 500 characters. <Priority> — 1=Low, 2=Normal, 3=High, 4=Emergency
<VoiceFile> — Voice file name (string) for Telephony and multimedia. Max length 60 characters.
<Categories> — Three categories per message. Max length 20 characters.

<AlarmStatus>— Numeric. Alarm status. Use “1” for “Alarm started” or “0” for “Alarm ended” Escalation
— Numeric. Use “1” for escalated notification or “0” for non-escalated notification. If “1” is defined, you
should also set the Escalation-Timeout field — <EscalationTO>.

<EscalationTO> — Numeric. Escalated notification timeout. Number of minutes between each escalation.
<PhoneAskForPassword> — Numeric. Use “1” if you wish that the phone recipient is required to enter his
password when the phone call is answered. Use “0” if password is not required.

<PhoneAskForHashKey> — Numeric. Use “1” if you wish that the phone recipient will be asked to press
on the “#” key to acknowledge the alarm. Use “0” if this is not required.

<MMPlayToSpeaker> - Numeric. Use “1” if you wish that the voice file specified in the VoiceFile field will
be played to the local loudspeakers. Use “0” if this is not required.

<Recipients>

<Count>— Number of recipients. Numeric. Minimum value: 1. Maximum value: 100.
<N1> </N1> First recipient/group name.

<N2> </N2> Second recipient/group name ...

<Nx> </Nx> Last recipient/group name

<Name> — Recipient or group name. String. Maximum length: 32. For group name is the $Group naming
convention.

<Type> — Recipient type. Numeric. Use “1” for SMS, “2” for email, “3” for Telephony and “4” for Push.
<Data> - Email address/Phone number/Push User Key. String. Max length is 100 characters.
<SMSProtocolType> - SMS protocol type. Numeric. Use “1” for “GSM-Modem”, Use “2” for “HTTP-SMS”,
Use “3” for “Cellular-TEXT".

5. Configuration Settings
5.1 UCME-IT Configuration

1. Click on the “Start » All Programs P Control-See » UCME-IT »Configuration” menu item to
start the configuration program.
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The following window will be displayed. You may use the toolbar to easily navigate between the
most commonly used windows. To access other windows, use the UCME-IT menu.

B

File Logfiles Design Options View Tools Help Stop Run-Time

S B AOXEBR=ABEHE SO

Recipients Groups  Alarms Shifts  Settings Scheduler  Send Logout Login Exit

2. You may optionally create UCME-IT credential by clicking on Design > Users Authorizations
menu item.

3. Login to UCME-IT and enter to the settings window using the Options > Settings > General
menu item.

4. For JSON/XML API, choose IT Notification Server mode in the OPC/DDE/Server tab.

X General Settings
Alam Snapshots General Tags  Database Multimedia Master-Standby OPC/DDE/Server  Alamms ASCllfiles inteface  Daily Backup

Server Type
(O OPC () DDE (@ IT Notification Server

Motification Server

Use this option when UCME is used as a notification server using JSOM ar XML
APls. SQL Server must be ingtalled and the UCMEMessages database must be
created and restored in SQL Server.

m L T AR e 0 g g o - TTEmas = . T " T
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5. Add Database Details Options > Settings > General ->Database

& General Settings

Alarm Snapshots  General  Tags Database  Muhtimedia Master-Standby OPC/DDESServer Alamms ASCI files imeface  Daily Backup
Database Type Automatic Data Deletion
@ Microsoft SQIL Server @) Mewer Clear database histony...

) Older than 7 days
Add SMS, Email and Phone alarm notfication events to database
Add acknowledge infarmation to the database

MS-SQL Server settings
MNote

Usemame  [s= |
Pasamord
Data source SSQLEXPRESS

Provider SQLNCLITD -

For Windows Authertication leave Usemame and Password empty.

Note

LICME-OPC maintains a database of alarm snapshots and notification events only when the LUICME-PRO license is in use
You should also enable web snapshots

6. Configure Mail Server details in Options > Settings > Email. (UCME-IT sends Email/SMS/Push
Messages through this mail sever only whenever JSON file received from Nagios XI.)

=4 Email Settings s
Enable Email
= Defaults
Primary mail server Secondary mail server
Mail server =T N o |
i "From™ email address :::: : — = .com |
Port
b
i Timeout {miliseconds) 4000 Use SMTFP Authentication {(ALUTH Login)
E-mail size (bytes) 3000 Lser name .com
Max retries Password | """""" |
Properties
[1 Email Encoding
Delete old Email at startup
Switch to Secondary mail server after MM send emors
Log messages All emors o
Email Subject fields = Email Body Fields
Available Fields Show these fields in this order
Alam-Time Alarm-1D
Categorny-1 Alarm-Date
Category-2 Alam-Status
Category-3 i Pricrity TE L
Reminder R Alarm-Text M o
Tag-Value ELEE owve Down
Alam-Condition
=
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7. Define SMS protocol using the Options > SMS Protocols menu item (assuming you have a
cellular GSM or CDMA modem). Use PDU7bit data encoding for English.

8. Click on Options P> Settings » UCME APlIs as per ‘UCME-IT User’s Guide’-> Settings » UCME
APls.

UCME APls

Enable UCME APls

View AP| Users
SQL server settings
|zer |sa | Note
Password | """""" | For Windows Authentication leave
lUsemame and Password empty.
Server | SANKAR-LO29 |
Log options Al emors —
LICME APls

LICME APls enables you to send SMS, Email and Push messages using XML files from any computer on
your netwark . The database UCMEMessages should be created in SQL server. The database file
LUICMEMessages.bak can be found using the link below.

Click to view sample XML files

QK Cancel

9. Once UCME-IT APIs Setting completed and then go to Status bar to Start the UCME-IT Service
Manager.

EEESNETTTT . —
l Open UCME Service Manager..,

UCME service - Stop
UCME service - Start
Send Message...
Configuration...
Trace UCME leg...
Show Critical errors...
Opticns

About

Exit

10. Observe UCME-IT Service Manager Running (Green Color Icon).
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11. Give database access permission to 1IS_USER, connect database and go to security = Logins 2>
NT Authority\System right click and go to properties go to “Server Roles” and check the
“sysadmin” checkbox, click ok.

Elle  EOm  VIew  Uebug  lools  Window  Help
o | - .2 o | &3 New Query (2| B Login Properties - NT AUTHORITY\SYSTEM - m} ®
Object Explorer > 1 x SICEEL T IT Script ~ @) Help
K General
Connect~ ¥ ¥ (VB # Server Roles
- a (S0L Server 14.0,1000 - ELP F User Mapping Server role is used to grant server-wide security privileges to a user.
® Databarer & Securables
N K Status
=) [ Security Server roles
= I Logins [ bulkadmin
M ##MS_PolicyEventProcessingLogin## [] dbereator
M FEMS_PolicyTsqlExecutionLogin®# [ diskadmin
5 BUILTINUsers % P"’Je“ad’"'”
ublic
ELPIS\harikrishnan.s ] eecortyamin
& NT AUTHORITY\SYSTEM [] serveradmin
s NT Service\MSSOLSSOLEXPRESS [[] setupadmin
& NT SERVICE\SOLTELEMETRYSSQLEXPRES B in
s NT SERVICE\SQL Writer
& NTSERVICE\Winmgrmt
B 53 .
Server Roles Connection
Credentials Server.
Audits ELPIS-LOT9\SQLEXPRESS
Server Audit Specifications Connection
Server Objects ELPIS\harikrishnan s
Replication yif View connection properties
PolyBase
Management
1] XE Profiler

12. Try to execute JSON file using UCMESendMsgApp Utility under C:\Program Files (x86)\Control-
See\UCME-IT\APIs.

13. Observe JSON file content added in UCMEMessages->tMessages table

14. Observe JSON file content added table row Status column value (1-Success and Sent
Notification) and observe Email/SMS/Push Message Received.

L%f  SOLQueryB.sql - SANKAR-LO29.master (SUmamimm— (55))* - Microsoft SOL Server Management Studic

A

File Edit View Project Debug Tools Window Help
i - | &3 - S M W B Newouery B R M MR D | ull | = - 8| Generic Debugger -
| | b Execute Debug | | | =
Object Explorer RE R SOLCueryl10:sgl - not connected SOLQuery9.sql - not connected SOLQuery8.sql - SA...LPIS\sankar.m (55))~
- - = SELECT [ID
Connect~ ¥ ¥ < - i [Dgteéreate]
= i UCMEMessages - . [DateRead]
Database Diagrams . [Typel
=] Tables s [XMLMessage]
Systermn Tables » [Status]
FileTables FROM [LICHEHEssagES] - [dl:u)] - [tHEssagEs] ORDER BY [DatECr‘EEtE] DESC
B dbo.sysdiagrams
E dbo.tCommands S o
2 avastrrion B8 Resuts | ol Messages
R dbotGeneral ID  DateCreate DateRead Type XMLMessage
=2 dbo.thescages 1 189 2018-01-23 17:42:05.597 2018-01-25 17:4205670 2 | { "UCMEMsg":{ "Msg.
BB dbo.tUsers 2 188 2018-D1-23 17:41:57.687 2018-01-25 17:41:57.773 2 { "UCMEMsq":{ "Msg
EE dbo.tVersion 3 187 2018-01-23 17:31:08.903 2018-01-25 17:31.08.987 2 { "UCMEMsg"{ "Msg.
Views 4 186  2018-01-23 17:30:21.027 2018-01-25 17:30:21.073 2 { "UCMEMsg":{ "Msg
= Synonyms 5 185 2018-01-23 17:29.23.260 2018-01-25 17:29.23.340 2 { "UCMEMsg"{ "Msg
Programmability & 184  2018-01-23 17:28:23.267 2018-01-25 17:28:23.337 2 { "UCMEMeg":{ "Meg.
Service Broker 7 183 2018-01-23 17:27.24.323 2018-01-25 17:27.24.480 2 { "UCMEMsg"{ "Msg
Storage 8 182 2018-01-23 17:25:58.587 2018-01-25 17:25:58.747 2 { "UCMEMsg":{ "Msg...
Security 9 181 2018-01-23 17:11.07.927 NULL 2 { "UCMEMsq"{ "Msg

a x

Status

[ PR
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[ID=1] 23/01/2018 Alarm started Priority=Low Alert message text JSON) - Message (Plain Text)

Q Tell me what you want to do

Tue 1/23/2018 11:51 AM

[ID=1] 23/01/2018 Alarm started Priority=Low Alert message text (JSON)

To P ———— . CT

[p=11

23/01/2018

11:50:51

category-1

category-2

category-3

Alert message text (JSON)
Alarm started
Priority=Low

z = = = :
Viove to: 7 3 To Manager Voo B~ £y 1 > ek £
Bxtgnore 2 fa fFa £3 = Move to 3 To Manag E
T lgnare 7
— < < > =7 Tearn Email Done o L ax =
2 sunkc- Delete Awchive | Reply Reply Forward B~ |© pepty & Delete  F Create New - FE|'|::~ Tansiate |~ Zoom
Delete Respond Quick Steps i) Move Tags i Editing Zoom

5.2 Nagios XI Configuration (Integration with UCME-IT)

1)Go to browser and type IP address of Nagios system as shown below like example.

Nagios X1

=
ficcess Nagios XI at http:-/-192.168.2.50 Default root Password: nagiosxi

CentD3 release 6.9 (Final)
Kernel 2.6.32-696.13.2.e16.xB6_64 on an x86_64

localhost login:
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= C | ® 192.168.2.50

Welcome

Click the link below to get started using Magios XI.

Access Nagios XI

Check for tutorials and updates by visiting the Magios Library at library.nagios.com.

Problems, comments, etc, should be directed to our support forum at suppert.nagios.com/forum /.

2)Login into Nagios Xl application using valid Credential created while installation.

&« C | @ Notsecure | 192.168.2.47/nag ct=/nagiosxi/index.php%%3f&noauth=1 Q e i

osxiflogin.php?red

Login
nagiosadmin

Forgot your passward?

Salact Language:
EmOiiiil«@=
- e b

Nagios Learning Opportunities

Learn about Nagics training and certification.

ilizing Nagios? Don't miss your
nference.

Want to learn about how other experts ar
ce to attend the next Nagios World

Contact Us
Have a question or tachnical problem? Contact us today:
Support: Online Suppert Forum

Sales:  Phone: (£51) 204-5102
Fax: (651) 204-5103
Email: sales@nagios.com

Web: ivivi.nagios.com -

3) After, successfully logged in, observe the below “Nagios XI” Home page.
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& C' | ® 192.168.2.47/nagiosxi/index.php?# Q o Y| i

Dashboard. Reports zdmin  ® Logout

 Quick View | 4
Home Dazhbsard Home Dashboard )
Tactical Overview
Birdseye
ErEminsEnEr ; ; we're Here To Help!
Operations Screen * . . *

Getting Started Guide Host Status Summary Our knewledgeable techs are happy

to help you with any questions or

Open Sarvice Problems
Open Host Problems Common Tasks: up Down Unreachable Pending (et e g o s e
All Service Problems

3 o 0 0 Nagios up and running.

All Host Problems .
Unhandled Problems Al o
W Netuork Outages
~ Details . 0 dlc
+ Email Support
Service Detail ag
Host Detail . + Phone Support: +1 651-204-

Hostgroup Summary 9102 Ext. 4

Hostgroup Overview

Hostgroup Grid
Getting Started: .

Servicegroup Summary Service Status Summary

Servicegroup Ovarview

Servicegroup Grid

* Leam about XI Ok | Warning | Unknown | Critical = Pending Sl NUSHETE
P Learn more about X1 and its capabilities, — - ~
- Signup for XI news — ! v 1 Y )
& Metrics Stay informed on the |atest updates and Unhandled Problems. All . \ Run 2 Config Wizard
happening 1. = R =
~ Graphs 1 = 1

L~ Performancs Graghs @
(MGraph Explorer /T Run Auto-Discovery

~ Maps

88map
Hyperma; .. . " .
,,“;,,Zmpp Administrative Tasks CCI T #cvanced Config
Magvis Task

< Network Status Map

| anacy Natunrk Stabis Man T Enatial{Setup i aske

Nagios XI 5.4.11 « Check for Updates . About |

Legal | Copyright ® 2008-2018 Nagics Enterprises, LLC

4)To Configure Service, Go to: Configure = Configuration Wizards. As shown below.

Role Basec | RN Role Based X * Client Side = X jquery - Hie % jQuery Effe. X jQuery Effe. X | New Tab x * HowtoMa X / [B] NagiosXl X e - X

& > C |® 192168247/na

Dashboards Reports Q @ Anagiosadmin  © Logout

~ Quick View 4 @ Core Config Manager

Home Dashbaard Home Dashboard = ©

Tactical Gverview
Birdseye
e e P . We're Here To Help!
Operations Screan * . . *
. Getting Started Guide Host Status Summary Our knowledgeable techs are happy
Open Servica Problems -

to help you with any questions or
Open Host Problems Common Tasks: up Down Unreachable Pending

All Service Problems 3 o o 0 Nagios up and running.
All Host Problems -

™ Netrark Outages

problems you may have getting

Unhandled Problems Al o

w Details .

Service Detail
Host Detail

Hostgroup Summary
Hostgroup Overview
Hostgroup Grid

Getting Startad: .
SapERgmupl=tImmanyg 2 Service Status Summary
Servicagroup Ovarvisw

Servicegroup Grid

Start Monitorin
« Leamn about XI Ok Warning Unknown  Critical  Pending 9
Learn more about XI and its capabilities.
=Eerl 6 0 o 1 o
Signup for XI news .
i Metrics sta ned on the latest updates and Unhandled Problems all \ Run a Canfig Wizard
happenin 1. i = - -—
w Graphs -

| Performance Graphs.
([)Graph Explorar

~ Maps

83map
Hyperma; . . - .
,,‘(:Empp Administrative Tasks cc. T Advenced Config
Nagvis Task

< Network Status Map

| 2nacy Natunrk Stabus Man EnealiSetup Haskss)

Nagios XL 5.4.11 » Check for Updates About |

ﬂ o Type here to search

Copyright © 2008-2018 Nagios Enterprises, LLC

Legzl

Select which system/application going to monitor. Ex: Here | selected “Windows Desktop” to monitor
windows application. So, select based on your needs.
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' RoleBased X | ROl RoleBased X * Client Side % jquery - Hie X jQuery Effe. % jQuery Effe. X | New Tab x * HowtoM: X / B Configurati X (=] - X

&« C | ® Mot secure | 192,168.2.47/

Nagios‘ Home Views Dashboards Reports Configure Q @ Anagiosadmin  © Logout

~ Configure V
Configuration Ogtions Configuration Wizards - Select a Wizard % [7)
I e S Start monitoring your infrastructure in minutes. Configuration wizards guide you through the process of setting up your devices, servers, applications, services, and more in Nagios XI. Select the appropriate wizard below to get

# Configuration Wizards
@ Auto-Discovary
B Manage Templates

~ Advanced Configuration

 Core Config Manager

 More Options NCPA
A Hy Account Settings anitor a hast (Windows, Linux, or OS X) using the Magios

Cross-Plaftorm Agent.

soft® Windows 2000, 2002, 2008, 2012,

 Systam Configuration
7 User Management
* Unconfigured Objects
7 Deadpool Settings

ws Desktop
rosoft® Windows XP, Vista, 7, 8 and 10

F-_J
" s workstation or server using soft® Windows workstation or server using

Nagios XI 5.4.11 » Check for Updates . About | Legal | Copyright © 2008-2018 Nagios Enterprises, LLC

H O Type here to search

5)Enter IP Address of System which is going to monitor, and click Next button.

&« C | @ Notsecure | 192.168.2.47/na =monitoringwizard.php Q ¥

Nagios’ Home  Views  Dashboards  Raports  Configure  Tools Q @ &rnagiosadmin  © Logout

& G V

Canfiguration Options A¥ configuration Wizard: Windows Desktop - Step 1 & @
~ Canfiguration Tools

# Configuration Wizards Windows Desktop Information

® Auto-Discovery

& Manage Templates 1P Address: || 192.168.2.23)
w Advanced Configuration The IP address of the Windows Deskzop you'd like to monitor.

£ Core Config Managar

~ Mare Options < Back

7 My Account Settings
#* System Configuration
#* User Management
# Unconfigured Objects
* Dazdpaol Settings

6)Set the threshold limits for CPU, Memory Usage etc and if you want to monitor any specific services/
process/ Performance counters then add the corresponding application executable name and then click
on Next button.
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(_

ringwizard.php

v Configure V

Configuration Options

% cConfiguration Wizard: Windows Desktop - Step 2

+ Configuration Tools
# Configuration Wizards Windows Desktop Details
@ Auto-Discovery

D= 1P Address: | 132,168.2.23

v Advanced Configuration

. Host Name: | 152.188.2.23
# Core Config Manzger

you'd li
v More Options

#* My Account Settings
* System Configuraticn
 User Management

Windows Agent

You'll need ta install an agent on the Wind,

Deskeop in order to monitor it. For sacurity purposes, it is recommended to use 3 password viith the agant.

32-Bit Agent 64-Bit Agent
Agent Download: [5 Download v0.4.4 (32bit) [5 Download v0.4.4 (64bit)

Nate: Additional agent vi

e available from the NSClient++ downloads page.

Agent Password; || =912 ¢ Use NSClient++ password which was set during installation.
Valid characters incude: a-2A-20-9 .\:_-

Server Metrics

Spacify which ssrvicss you'd liks to manizar for the Windaws Deskeos.

for watching network late;

Memory Usage
Mo = memory usa

8o e @fs0 [

- the uptime on the server,
; Usage
disk u: on the server.
Drive:| C: v &80 (% @ e %
Drive: | e fmogles (m
Drive: v| afe0 [ o@es |
Drive: v| afe0 [ @es %
Drive: v| afeo [ @es %
Services

Speciéy amy services that should be monizored to snsurs they're in = running st

Windows Service play Name
W3sVC IS Web Server
" Processes

Specify any processes that should be monitored to ensure they're running.
Windows Process Display Name

explorenexe Explorer

Performance Counters
Specify any performance counters that should be monitored.

Performance Counter Display Name Counter Dutput Format Warning Critical

W\Paging File(_Total)\% Usage | Page File Usage Paging File usage is %.2F %% | | 70 a0

\\Serve

rrors Logen Logen Errors Login Errors since last reboot i | | 2

\Servar Work Queues(0]\\Qua Server work Queuas Current wiork queus (an indicar | 4 7

< Back Next 3
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7)0bserve the below screen and click on Finish button.

&« C | @ Notsecure | 192.168.2.47/nzgio

agiosxi/config/?»

ow=monitoringwizard.php Q ¥
Nagios’

Q @ &nsgiosadmin @ Logout
 Configure V

S &Y configuration Wizard: Windows Desktop - Step 3
v Configuration Tools

# Configuration Wizards Monitoring Settings

@ Auto-Discovery .

B Manage Templates Define basic paramsters that determine how the hast and service(s) should be monitored.
+ Advanced Configuration

Under normal circumstances:

& Core Config Manzger Menitor the host and service(s) every | 5

minutes
 More Options
£ My Account Settings When a potential problem is first detected:
- 5y= i
Sy Re-check the host and service(s) every |1 | minutes up to| 5
~ User Managemen:
# Unconfigured Objects

times before generating an alert.
 Deadool Settings

& C | ® Not secure | 192.168.2.47/nagiosxifconfig/?

ow=monitoringwizard.php
Nagios’

¥

Q @ anagosadmn  ® Logou
 Configure V
Configuration Options

Windows Desktop Monitoring Wizard

 Configuration Tools @ Configuration applied successfully.

# Configuration Wizards

@ Auto-Discovary

B Marags Templates

Your corfiguratien changes have been successfully applied and the monizoring engine vias restarted
+ Advanced Configuration

Configuration Request Successful
 Cars Config Manager

s Mora Options

& Run this monitoring wizard again

® Run ancther monitoring vizard
# Wy Account Settings

= System Configuration
 User Management
 Uneanfigured Objects
 Deadpool Settings

After Successful configuration wizard...

8) Creating Command in Nagios Xl to send JSON file to UCME-IT.

Go to: Configure - Core Config Manager.

In left pane Command section, select _Command and click on Add New
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Nagios’ Views  Dashboards dmin  © Logout

ng Plugins

4 Configuration Wizards Commands Search a| @

~ Monitoring
O Hosts
O Services

£ Host Groups

1 Command Line 1 Active Actions 1o
& Servica Groups —
$USER1s/check_icmp -H SHOSTADDRESSS -w 2000.0,80% -c 5000.0,100% o 5 Yes * Ho x H
v Rlerting —
$USER18/check_http -H $HOSTADDRESSS Yes ¥ Ho x 4
& Contacts e
3 Contact Groups tftp SHOSTNAMES €8 Yes XiHo X 85
Time Period: -
EH';: Es::ajws Jusr/bin/php $USER1%/check_bpi.php $ARG1S Yes X EHO X a1
P check_dhcp SUSER13/check_dhcp $ARG1S Yes KxEHe X 15
~ Templatas. $USER18/check_dir -d SARG1S - SARG2S -c $ARG3S SARGES Yes & HO x 28
[ Host Templates $USER18/check_dns -H $HOSTNAMES $ARG1$ Yes # BHo x 27
D Service Templates —
O Contact Tamplates ummy SUSER1S/check_dummy $ARG1S SARG2S Yes X EHO X 33
@ Commands 31_humidity $USER18/check_em01.pl —hum —~hum=S$ARG1S SARG2S $HOSTADDRESSS Yes ¥ EHe X 92
e $USER18/check_em01.pl =illum ~-illum=$ARG1§, $ARG2$ SHOSTADDRESSS Yes & BHO x 53
s " SUSER13/check_em1.pl —type=illum —illum=SARG1S,5ARG2$ SHOSTADDRESSS No. X EHO X 123
D —— SUSER1s/check_emO1.pl —type=temp --temp=SARG1S SARGIE SHOSTADDRESSS Yes X¥EexX 51
=rvice Dependancies $USER1%/check_am08 SHOSTADDRESSS C Yes *xhEex EE)
~ Tools SUSER1S/check_em0S SHOSTADDRESSS H SARGLS SARGZS $ARGIS Yes KEHO X 5
[# Static Config Editor $USER18/check_em08 SHOSTADDRESSS I $ARG1S $ARG2S SARG3S Yes #¥HEHO X 96

$ User Macros
@ Escalation Wizard

W% Bulk Renaming Teol
X Impert Cenfig Files -

Give the Command name, command line to execute and select command type is “misc command”
Ex. Command Name: Test

Command Line: Enter Following text, (Replace highlighted text with correct address)

curl -X POST\
http://xxx.xxx.xxx.xxx:80/UCMEWEBAPI/API/Jvalues \
-H 'cache-control: no-cache' \
-H 'content-type: text/plain' \
-d"
"UCMEMsg":{
"MsgID":"1",
"MsgType":"1",
"Token":"BXrQMcscFRU1z4HQ2DfW52rtatxYV3",
"Text":"Alert message text (JSON)",
"Priority":"1",
"VoiceFile":"voice file name",
"Categories": {
"N1":"category-1",
"N2":"category-2",
"N3":"category-3"
}s
"AlarmStatus":"1",
"Escalation":"0",
"EscalationTO":"100",
"PhoneAskForPassword":"0",
"PhoneAskForHashKey":"1",
"MMPlayToSpeaker":"0",
"Recipients":[
{
"Name":"Recipient 1",
"Type":"1",
"Data":"91XxxXXxXXxxx",
"SMSProtocol Type":"1"
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"Name":"Recipient 2",
"Type":"2",
"Data":"abcd@solutions.com",
"SMSProtocol Type":"2"

(Important Note: Refer JSON file creation section for more details)

Command Type: “misc command”

Na g ios’ Views [P — Reports Configure  Tools Help Q @ @&ragiosadmin  © Logout

S s

#* Monitaring Plugins

#* Configuration Wizards Command Management v

~ Monitoring Command Name *

O Hosts

O Services

£5 Host Groups

£ Servica Groups

Test

Command Line *
~ Alerting

curl X POST\  http://132.168.2.13:80/U

& Contacts

i Contact Groups
© Time Periods

e Host Escalations
W Service Escalations misc command ¥

Command Type:

v Templates

[ Host Templates ¥ Active @
O Service Templates
O Contact Templatas

v— Available Plugins

>~ Commands

v Advanced
1 Host Dependencies Cance
£= Service Depandencies
~ Tools
[ Static Config Editor
§ User Macros
@ Escalation Wizard
22 Bulk Modifications Toal

% Bulk Rznaming Tool
& Import Config Files -

Then click on “Save” button and observed command created successfully.

8)After Successful creation, Go to: Configure = Core Config Manager for Service creation.

Observe in left pane: Go to Monitoring = Services.
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&« C | ® 192.168.2.47/nagiosxifincludes/components/cem/xi-index.php Q ¥ :

CLIT) Core Canfig Manag

|4

# Core Config Manager

_ e e o Snopsbot Result fActions
& Configuration Snapshots §

* fipply Configuration

‘ 2018-01-30 16:12:33 Config Ok IR I ]
 Monitaring Plugins - >
# Configuration Wizards O 4 services = 1) e 2018-01-20 15:11:54 Config Error IR -
. o A e — — %
[ Hosts 2018-01-30 15:10:26 Config Error B
= .
g HD;‘“EE;WS >~ 130 Commands éh 0 Host Dependencies 2018-01-30 15:09:15 Config Error #OX
Eeorm s 2018-01-30 15:06:45 Config Error 1
éa ) Servica Depandencies. el w X
v Alerting 2018-01-30 15:06:37 Config Error P0%
& Contacts 2018-01-30 15:05:09 Config Error y
5 Contacr Groups ? %
@ Time Periods 2018-01-29 18:12:05 Config Ok IR 1]
Jm Host Escalations .
et 2018-01-25 12:43:08 Config Error 0%
—— 2018-01-25 03:27:09 Config Ok IR 1 ]
3 Hos Templates 2018-01-23 15:58:34 Config Ok 20D
O Servics Templates
[ Contact Templates
~ Commands € Recently Changed Hosts and Ses
+_ Commands
Click on Service, which we want send notification.
&« C | ® 192.168.2.47/nagiosxi/includes/components/cemy/xi-index.php Q | !

Nagios

CLIT) Core Config Manag .
. Q
« Quick Tools Services e

# Core Config Manager

A ng 14 of 4resuks | Config Name v
# Apply Configuration

& Configuration Snapshots
# Manitoring Plugins 1 Config Name I Service Description I Active [ Status Actions 1
# Configuration Wizards

192.168.2.23 CPU Usage ves 2pplied #xOEO0 X 27

 Monitoring Memory Usage Applied HKOEHO X 28

[ Hosts o v

[ Services Ping Applied xhEOX %

B> Host Groups Uptime Applied ¥rEHO X 29

& Service Groups
w Alerting S & apply Configuration With checked v Go Results perpage | 15 v

& Contacts

18 Contact Groups

© Time Periods

= Host Escalations
J Srvice Exclztions
 Templates

3 Host Templates
[ Service Templates
[ Contact Templzes:

~ Commands

Go to Check Settings, select command (Command Created for sending notification) and Enable the Event
Handler.
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& C | ® Not secure

Nagios

CLIT) Core Config Manag

 Quick Tools
# Core Config Manager
* Apply Configuration
& Configuration Snapshots

192.168.2.47/n

Service Management

@ Common Settings | v Check 5 | A Alert Sexings

Phone: +1 (855) 749-6565
E-Mail: info@controlsee.com

Q ¥

agiosadmin  ® Logout

Misc Sertings

Initial state Obsess over service
=t (Hiom waming | crveat | o |[GRRRGRR] on [ o [ERR] nun
 Configuration Wizards
Monitor
Sl Check interval Event handler
O Hosts - -
mi v
[J Services UemeCommand
& Host Groups
Rets terval
St e ry interval Event handler enabled
1 - B ar | sk | wun
v Alerting
Max check attempts *
& Contacts = - Low flap threshold
& Contact Groups atemps
© Time Periods %
= Host Escalations
I Service Escalations Active checks enabled High flap threshold
On | O | Ski Mul %
+ Templates J
[ Host Templates Passive checks enabled Flap detection enabled
[ Service Templates On | ON | Skip | Nulf On | O | Skip | Nulf
[ Contact Templates
Flap detection options
v Commands Check period * Critica ng | Ok | Unkeown
+ Commands xi_timeperiod_24x7 v
+ Advanced Retain status information
o=t Dependzncies Freshness threshold On | o [SKip] Wun
= Service Dependendies sec Retain non-status information

~ Tools

@ Static Config Editor

§ User Macros

© Escalation Wizard

5 Bulk Modificetions Tocl
% Bulk Renzming Tool

Check freshness

on | on [Skip | mu

on | or ['skip | nun
Procass perf data

on | or [skip | wun

Is Volatile

Go to: Alert Settings, select Notification Period to xi_timeperiod_24*7 and Select Notification Options to
Warning, Critical, Unknown, as shown below:

< C | @ Mot secure | 192.168.2.47/n

CLIT core Config Manag

v Quick Tools
# Core Config Manager
# Apply Configurstion
& Configuration Snapshots

# Monitoring Plugins
# Configuration Wizards

Service Management

© Comman Settings

Motification period *

v Check Setings | A Alert Setings | Mis< Settings

« Monitoring
xi_timeperiod_24x7 v
O Hosts
[ Services Hotification options
B2 Host Groups Ceitieal | Unknown '\ Recovery | Flapping | Scheduted Downtime
B Service Groups
Notification interval
« Alerting
&0 min
& Contacts
# Conact Groups First notification delay
@ Time Periads
= Host Escalations mn

™ Service Escalations

w Templates
3 Host Templates
[ Servies Templates
[ Contact Templates
w Commands

»_ Commands

w Advanced

iost Dapandencies

Motification enabled

on | or ['skia | men

stalking opticns

Waring | Critical | Ok | Unknown

E cancel

And Click on Save button and Observe the following screen and Click on Apply Configuration.
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CLITY Core Canfig Manag
w Quick Tools

# Core Config Manager

* Apply Configuration

& Configuration Snapshors

# Manitoring Plugins
# Configuration Wizards

 Monitoring

[ Hosts
[ Services

£ Host Groups

B Service Groups

v Alarting

& Contacts
8 Contact Groups
@ Time Pericds

= Host Escalations
= Service Es

 Templates

3 Host Templates
[ Service Templars
[ Contact Templates

&« C | ® Notsecure | 192.168.2.47,

Database entry for service 192.168.2.23 successfully updated!

Services
1 Config Name
EYEEEE & apply Configuration With checked

mponent;

I Service Description

CPU Usag

& Changes detected! Apply Configuration for new take effect.

I Active | Status

=]

110

Q| i

® Logout

CLIT) Core Config Manag
« Quick Tools
# Core Config Manager
* Apply Configuration
& Configuration Snapshats
 Monitoring Plugins
# Configuration Wizards
« Monitaring

D Hosts
[ Services

& Host Groups
B> Service Groups

~ Alerting

& Contacts
i Contact Groups

© Time Periods

= Hos: Escalations
= Service Escalations

v Templates
3 Host Templates
D Service Templatas
[ Contact Templates

v Commands

9)Testing

Apply Configuration

@ Configuration applied successfully.

Nagios Core was restarted with 2n updated configuration,

2 View configuration snapshts

Show Written Configs

1. After Creating Service with all above steps, to check its working functionality follows the bellow
steps:

Go to:

Home, in left pane go to Details = Service Details.
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4

w Quick Viewr
Heme Dashboard
Tactical Overview
Birdsey=
Operations Center )
Operations Screen ¥

Open Service Problems

Open Host Problems

All Service Problems

All Host Problems

= Network Qutages

~ Details
Service Detail
Hest Detail
Hostgroup Summary
Hostgrowp Overview
Hestgrowp Grid
Servicegroup Summary
Servicegroup Overvie
Servicegroup Grid
=BP1
e Metrics

~ Graphs

* Performance Graphs
1Graph Explorer

~ Maps *
BBmap
Hypermap
Minemag
Magis

Click on Service:

Home Dashboard #

Getting Started Guide

Common Tasks:

prefersnces.

Change how and when you receive alert notifications.

Add or modify ftems to be monitored with easy-to-uss
Getting Started:

= Learn about XTI
Learn more about XT and

apabilities.
= Signup for XI news
Stay informed on the |

st updates and happenings for XI.

Administrative Tasks
Task
Initial Setup Tasks:

fizards

¥
Host Status Summary
up Down Unreachable Pending
Unhandled Al
o o 1
¥
Service Status Summary
ok Warning Unknown Critical Pending
2 1 1 [ [
Unhandled Problems Al
2 2 4

V

 Quick View
Home Dashboard
Tactical Overvien
Birdseye
Operatians Camer
Operations Screen

Open Servics Problems
Gpen Host Problems
Al Service Problems
Al Host Problems
> Neswork Outages

~ Details Showing 1-4 of 4 total records

Servics Detail

Hast Detail 1 Host

group Summary

Hascaroup Querview

Hostgroup Grid

Servicagroup Summary
Servicegroup Overview
Servicegroup Grid
=g

& Mesrics

« Graphs

et Performance Graphs
raph Explorer

~ Maps
BBmap

Service Status

® (2]
Host Status Summary Service Status Summary
Up Down Unreachable Pending ok Warning Unknown Critical Pending
1 o o a 2 0 i Q 0
Unhandled Problems Al Unhandled Problems Al
0 o 1 1 1 -
a
Pgs 1 [ofi | 1spereaze v || Go
3 Service 3 Status § Duration 3 Attempt § Last Check 3 Status Information
¥ (0245 | CPU Usage 385 15 2018-01-20 17:58:22 CPU Load 0% (1 min aversge)
58 Unknown 10m s 55 2018-01-30 17:58:48 could ot feich information from server
1h 4zm 235 s 2018-01-30 17:57:45 OK- 192.188.2.23: rta 0.136ms, lost 036
18mazs s 2012.01.30 17:57:55 2 ystem Uptima - 0 day(s) 0 houris) 0 minutels)
Page 1 of1 13Perpage ¥ || Go

Go to Advanced Tab = Click on the Submit Passive Check result:

~ Quick View

Hama Dashbosrd

Gran Hest Probiams b lr @
b

~ Graphs
o parfarmancs Graphs
Jarach Eplorar
~ Maps
BB ma,

ke Stasus Map

Service Attributes

x
=
=

30 17158122 x

30 18:03,22 *
30 1705812, .

21 Submit pass ek rasule

More Options
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4. Change Check results to “CRITICAL”, Check output: “Test”

Submit Passive Check Result &

Host Mame % 192,168.2,.23
San * CPU Usage

heck Result & CRITICAL ¥
Check Output # Tesz|

Performancs Dats

m Sanes

5. Check the E-Mail Notification received as per JSON file mentioned recipients. Similarly, SMS/Push
Message/Telephony Notification send as per JSON file configured recipients.

Inbox - Outlook Data File - Microsoft Outlook _

>
Send/Receive  Folder  View )
£ =y ©xlanore 5 > (23 Move to: 7 % To Manager 23 L (NY [} Find a Contact -
f 1S < | [ Bmesting
jj e %4 Clean Up - « 3 - 33 Team E-mail +” Done L e 834 = [l Address Book
My ew ew Delete | Reply Reply Forward More + - _ | Move Rules OneMote Unread/ Categorize Follow Send/Receive
E-mail ftems~ | Mecting & Junk Al L 4 Reply & Deiete 7 Create New = - - - Al Folders
New TeamViewer Delete Respond Quick Steps W Move Tags Find Send/Receive
Search Inbox (Ctri~E) £ || ID=1] 30/01/2018 Alarm started Priority=Low Alert message text (JSON) S
CHEEEC CESTSCrE: “ sankar.m@elpisitsolutions.com &
3 Tue 30-Jan-18 6:02 PM =
L2 Message harikrishna. s @elpisitsolutions.com S
| . m@elpisitsolutions.com 6:03 PM §
2 11D=1] 30/01/2018 Alarm started Priority=Low Alert messa. [D=1] 2
(4 Sankar M 11:53 AM 30/01/2013 =
Fw: Co “integ 5
ontrolSee - Integration Study P =
4 sankarm@elpisitselutions.com Mon 6:56 PM category-1 2
= [ID=1] 28/01/2018 Alarm started Priority=Low Alert messa. @
= category-2 £
5 = :ankarM oo gt Mon 6:32 PM s 3
li N J:me ”'L'_m cain Pags Mon 618 P Alert message text (JSON) g
| G Jeywin Lizy on B
- RE: 555 Certificates N?rm =ETEy 7
2 Priority=Low
§ | & Jeywinuzy Mon 6:12 PM
= 555 Certificates 0]
2 | 2 snivarajananns Mon 5:17 M v
= FW: CC Report Test Cases for the Graph . [C} o
— [ sankarm Mon 5:16 P E
& P B Bannrte Pamn v =
LA SQLQueryl.sgl - SANKAR-LO29.UCMEMessages (sa (53))* - Microsoft SQL Server Management Studio CQuick Launch (Ciri+ Q) Pl= & x
File Edit View Project Debug Tools Window  Help
i o8- s WM | B Newauery B R &R A | o | = -l 8| Generic Debugger ~ b=
i | | B Execute Debug | | | -
Object Explorer -
- ¥ W 7 Script for SelectTopHRows command from SSHS 3
-
(ST < FISELECT TOP (1@0@) [ID] =
o Security B | [Datecreate]
= i UCMEMessages . [DateRead]
& Database Diagrams .[Typel
= # Tables | [XMLMessage] il
[ W System Tables S[Bsxoy
o Firetabres FROM [UCMEMessages]. [dbo]. [tMessages] ORDER BY DateCreate DESC
@ BB dbo.sysdiagrams -
& M dbotCommands
w R dbotCustomers waw -
BB dbodtErrorlog FA Reoutts il Messages
@ B dbotGeneral 1D DateCreate DateRead Type | XMLMessage Status -
1 [240 ] 2018-01-3017:50:28.393 20180201 17.50:28.457 2 { "UCMEMsg™{  "MsglD":"1", "Taken":"BXAMcscFRU1z4HQA2DIW52tan V3", 1
@ R dbo.tUsers 2 EEST 20180130 17:57:28437 20180201 17.57:28813 2 { "UCMEMsg"{ BXGMescFRLITz 4HG2DIW S rtate V3", 1
w BB dbotVersion 3 238 20180130 17:56:36.343  2018-02.01 17.56:36.420 2 { "UCMEMag":{ BX@McscFRU1z4HQZDIW 52rtate v V3" 1
@ W Views 4 237 20180130 1756:03.613  2018-0201 17.56:03.967 2 { "UCMEMsg"{ MeglD' 1", “MagType'"1 Token'"BXGMescFRUT24HQ2DIW st V3", 1
L Synonyms 5 236 2018:01-30 14:58:14.127  NULL 2 { "UCMEMag":{ - BXrQMcscFRU124HG2DFW S2rtatc YV3", 0
® W Programmability 6 235  201801-30 14:56:07.157 NULL 2 { "UCMEMsg"{ "BXQMeseFRUT24HO2DIW E2rate YV3", 0
“ Z""“EB’”“" 7 234 20180130 14:41:54.723 20180201 14:41:54.850 2 { "UCMEMsg"{ " BXQMeacFRU1z4HQZDIN 52 tate V3" 1
= S‘::’:’f; 8 233 201801-30 1254:55.057 20180201 1254:55.227 2 { "UCMEMsg"{ “Token": BXGMescFRUNZ4HAZDIWS2nata V", .. 1
- ;Eum 9 232 2018-0130 12:53.03.003  2018-02-01 12.53:03.120 2 { "UCMEMsg":{ “Token™:"BXrMcac FRU124HG 2D 5 2rtatx YV3", 1
@ Server ébje:ls 10 231 2018-01-30 12:46:21.8947  2018-02.01 12:46:22 047 2 { “UCMEMsg": { “Teken": "BXrQMescFRU124HQ2DIW 52rtatx. 1
B 8 Replication 1 230 20180130 12:40:09.107 20180201 12.40:09.157 2 { "UCMEMsg"{ “Token": BXQMescFRU14HQZDINWS2tata V", .. 1
1 4 Always On High Availability 12 229 2018-01-30 12:33:36.857 20180201 1233:36.883 2 ( "UCMEMsg":( “Token": BXQMcscFRLIT24HG2DMWS2tan V3" 1
 # Management 13 228 12:2502590  2018-02.01 1225:02.657 2 ¢ "UCMEMsg":{ “Token": BAGMescF AU Tz 4HQZDIN S 2rtats V. 1
™ Integration Services Catalogs 14 227 2018:01-30 12:2008613 20180201 1220:08.110 2 { "UCMEMsg"{ “Token":"BXQMcacFRL1z4HQ2DMW 5 2tate V3" 1
@ JB SQL Server Agent 15 226 2018-01-2919:1536.017  NULL 2 { UCMEMsg"{ B QMescFRUTz4HQ2DNWSZtateY V3", [
XE Profiler 16 225  2018-01-2918:55:05.893 20180131 18:55:05.990 2 { "UCMEMag™{ BXrQMescFRU124HQ2DIWS2tat V. 1 -
“ » € Query executed successfully. SANKAR-L029 (12.0 RTM) | megi(53) | UCMEMessages | D0:00:00 | 240 rows
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Nagios XI and UCME-IT Integration flow will be.

Nagios Xl UCME-IT

Important Note: Make sure UCME-IT Service Manager running.

6.UCME-IT Communication Log

6.1 UCME LOG
You can find the log file at the path : C:\Program Files (x86)\Control-See\UCME-
IT\LOG\UCMEXXXXXXXX.txt

Based on UCME-IT Log file, you can ensure whether email has been sent successfully to configured
email address or not. Please find the Screenshot below of successful email sent to recipient.

] UCME20180130 - Notepad
File Edit Fermat

:25[Info]
:25[Info]
:83[Info]
:@5[Info]
:@9[Infe]
:36[Info]
:37[Info]
148 [Info]
:28[Info]
:29[Info]
:32[Info]
:28[Info]
:29[Info]
:32[Infeo]
:16[Info]
:16[Infe]
:19[Info]
:16[Info]
:16[Info]
:19[Info]
108 [Info]
:@8[Info]
:83[Info]
:57[Info]
:58[Info]
:@1[Info]

View Help

81/38/18 UCME is active. Demo mode! UCME will stop within 1 hour!

Demo mode. UCME will stop after one hour!

API Alert from ‘Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) *
email "[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
APT Alert from ‘Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/@1/2818 Alarm started Priority=Low Alert message text (JSON) *
email "[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
API Alert from 'Guest' ID=1 - Alert message text (JSON)

Sending E-mail..."[ID=1] 38/81/2018 Alarm started Priority=Low Alert message text (JSON)
email '[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
APT Alert from 'Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/81/2018 Alarm started Priority=Low Alert message text (JSON) *
email "[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
API Alert from 'Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) *
email °"[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
API Alert from 'Guest' ID=1 - Alert message text (JSOMN)

Sending E-mail..."[ID=1] 38/81/2018 Alarm started Priority=Low Alert message text (JSON)
email '[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
APT Alert from ‘Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/01/2018 Alarm started Priority=Low Alert message text (JSON) *
email '[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully
API Alert from 'Guest' ID=1 - Alert message text (JSON)

Sending E-mail...'[ID=1] 38/81/2818 Alarm started Priority=-Low Alert message text (JSON) *
email "[ID=1] 38/81/2818 Alarm started Priority=Low Alert message text (JSON) ' successfully

sent

sent

sent

sent

sent

sent

sent

sent

Recipient.

Recipient.

Recipient.

Recipient.

Recipient.

Recipient.

Recipient.

Recipient.
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6.2 WEB LOG

The WEB application maintains a log file in the following location. Based on below log file you can
identify JSON file received from Nagios XI will be successfully updated in ‘UCMEMessages’ database or
not.

C:\Program Files (x86)\Control-See\UCME-IT\WebApiSite\UCMEWebApplication.txt

|l UCMEWebApplication - Notepad

File Edit Format View Help
2818-01-3@ 17:56:83,593
2018-01-30 17:56:03,593
2018-01-306 17:56:83,593

[1] INFO WebApiApplication - =

[

[
2018-81-38 17:56:03,624 [

[

[

INFO Settings - Loading Configuration...
INFO Settings - Configuration loaded OK, DB = ‘SANKAR-L829°

1 UCME WebApplication Application_Start, ver: °1.8.8.3"
]
]
] INFO WebApifpplication - DB connection is OK!
]
1

2818-01-3@ 17:56:83,718
2918-01-30 17:56:83,718
2818-01-38 17:56:83,874
2018-01-3@ 17:56:36,343
2018-01-3@ 17:56:36,343

INFO  JValuesController - Post(Json)
INFO JValuesController - Post{Json)

[6] INFO DB - Add new Message type 'MT_JSOM' into [tMessages] table
[8] INFO JValuesController - Post(Json)
[8] INFO DB - Add new Message type 'MT_JSON' into [tMessages] table
2018-01-30 17:57:28,436 [8] INFO IJValuesController - Post(Json)
2618-01-30 17:57:28,468 [8] INFO DB - Add new Message type 'MT_JSOM' into [tMessages] table
2618-81-30 17:58:28,394 [9] INFO JValuesController - Post(Json)
2018-81-30 17:58:28,441 [9] INFO DB - Add new Message type 'MT_JSON' into [tMessages] table
2018-01-30 18:02:16,480 [6] INFO IJValuesController - Post(Json)
2018-01-30 18:02:16,511 [6] INFO DB - Add new Message type "MT_JSOMN' into [tMessages] table
2618-81-30 18:03:16,464 [9] INFO JValuesController - Post(Json)
2018-81-30 18:03:16,464 [9] INFO DB - Add new Message type 'MT_JSON' into [tMessages] table

Control-See Software Solutions Ltd.



http://www.controlsee.com/
mailto:info@controlsee.com

